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(57) Abstract : 

After the rapid growth of internet technology and lightweight IoT (Internet of Things) computational devices, sensing the information 

from any environment has become possible. IoT devices are well-profound of tracking the real-time data from the environments. Each 

IoT devices has a unique identification number (IP address), and they have an ability to connect to the internet and can transfer data 

over a network automatically. However, the IoT ecosystem and the number for systems connected to cloud increases the security 

vulnerabilities in all layers. Due to the lack of high computation power, implementing heavily weighted security algorithms are not 

possible. The proposed invention creates a machine learning based Cipher Physical Systems (CPS) on the IoT and Fog environment 

to monitor the IoT data packets that are transferred between them. Continuously monitoring the data packets helps in mitigating the 

risks and help in protecting the data and build confidence in digital transformation processes. Also, the proposed CPS hardware 

system uses a convolution neural network (CNN) based machine learning to predict the intrusion in the system proactively.  
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